BAI with Differential Privacy

Setting: Clinical trials with K candidate medicines
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Goal: Find the medicine with the highest mean a* £ argmax, ¢ fta-

Constraint: Protect the privacy of the patients at level ¢ > 0.
A patient’s reaction to a medicine can reveal sensitive information
about their health conditions.

Interaction Protocol: For the n-th patient in the study:

1. The doctor 7 chooses a Medicine a,, € {1,..., K},
2. The doctor observes a binary response X,, ~ v, = Ber(u,, ).

Stop the interaction attime 7. ;s and recommend a finalanswera € |K].

Correctness: Let y € (0,1). A BAI strategy 7 is /-correct for a class
M, if foreveryinstancev € M, P, (7.5 < oo,a# a*(v)) <9.

Definition: 7 satisfies e-global DP, if VR ~ R Y(T + 1,a, (a1,...,ar)),

Pr[r(R) = (T +1,a, (ai,...,ar))] < e Prx(R)=(T+1,a,(a,...,ar))].
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. Lower bound on E, ;|7.s] under ¢-global DP and j-correctness:
private characteristic time T*(v) based on the signed diver-
gences dT interpolating between KL and TV.

. Differentially Private Top Two algorithm: per-arm geometric
batching with Laplace noise and private transportation costs.

. Matching asymptotic upper bound T*(v) for any privacy ¢, when
o — 0, up to a small constant lower than 8.

. Good empirical performance in both regimes of privacy.
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Algorithm Design

Main Ingredients:

1. Private mean estimator: per-arm geometric grid and cumulative
Laplacian noise (Lines 5 and 7). Do not use forgetting.

2. GLR stopping rule and Top Two sampling rule: private empirical
transportation costs C* based on d* (Lines 10 and 13).

Algorithm 1 Differentially Private Top Two (DP-TT)

1: Input: setting parameters (¢,0) € R} x (0,1), hyperparameters
(n,B8) € R x (0,1),e.8., (n,B) = (1,1/2), and stopping threshold c.

2: Output: Stopping 7. s, recommendation a._,, actions (a,)n<r. ,

3: Initialization: Vo € K], pull arm a, observe X, ~ v, and draw
Y14 ~ Lap(1/e). Setn = K + 1. Va € [K], Sna = Xo + Vi) kna = 1,
Ti(a) =1 Npo = Noo = 1, fing = Sn.a/Noay Lna = 0and N2, = 0.

4. forn > K +1do

5. ifthere existsa € [K] suchthat N, , > (1 + n)*=< then

~

Change phaSe kn,a < kn,a —+ 1, (Tkn,a(a)a Nn,a,) — (TL, NTkn a(a),a)

~ T a)—1 ~
[ Set Skn,a,& — Ztigﬂ’:n( a)—l(a) Xt]l (CLt = CL) + Ykn,a,a =+ Skn,a—l,a

withY; . .~ Lap(l/¢),and update 1, , = Skn,a,a/f\vfn,a
g8: endif
9: Seta, € argmax,cx Tin.ald

~

10 if Cl(an,a,pn, Ny) > c(Nug, ,€0)+c(Nya, € d)foralla # a, then

11: return (n,a,, (a)i<n)

12: endif

13: Set B, =a,and(C,, € arg minCL#Bn{C’:(Bn, Qy fbn, Np) +10g Ny o }

14:  Seta, =B, if NJu < BL,15,,anda, = C, otherwise

15:  Pull a,,, observe and store Xy ~ Vg,

16:  Update (Nui1a,,Ln+1.8,,Npoti5) = (Naaw:Lnp,,Nyp ) +
(1,1,1 (B, = an))

17: end for

Expected Sample Complexity Upper Bound

Privacy analysis: For observationsin |0, 1], DP-TT is e-global DP.

Correctness: DP-TT is d-correct for thresholds that satisfy

c(n,e,d) ~log(1/6) + log(n)log(1l + en/log(n)) .

Lemma: Let Z; ~ Bin(t,u) and S; = > Ys with Y, ~ Lap(1/e).

s€llogy ., t]

vt e N, Vo > 0, -S>t ) S exp (—tdI (u+ 2, 1))

=Sy <t(p— ) Sexp (—tdS (u—z,p)) -

Novel tail concentration for convolution of probability distributions.

Upper bound on expected sample complexity: DP-TT is ¢-global DP,
o-correct and, for any instance v with distinct means ;. € (0,1)%,

lim sup ” < 8T (v) .

5—0 (7,8)=(1,1/2)
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Expected Sample Complexity Lower Bound

The lower bound: For any o0-correct e-global DP BAI strategy,

EurlTes] = T (V) log <—> with T*(v)~! =

1
30

max min C”(a*, a,v,w),
wEM K aFa*

where the private transportation costs are defined as

Cr(a*,a,v,w) = inf {wg+d (ta, ) +w;d} (g, x)} .

xe|(0,1]

“Distinguishability” measure: Signed divergences d* based on

de(v, k) = inf {TV(v,¢) + KL(o,k)} .

€D
Bernoullis: Let g (1) = u(ee“_ei)ﬂ
0
d () = Kl (p, )

—log(1—ax(1—€e79)) —eu

Consequences: Low-privacy regime where privacy is for “free”:

.Then,d_ (u,2) =d (1 —p,1—2x),and

if z € [0, u
ifz € (u, 9. (1))
if x € (9. (w), 1]

¢ > max log (“a*(l_“a)> —  Trw) =T*(v).

- aFar pa(l — par)

Allocation-dependent condition: C*(a*,a,v,w) = C*(a*,a,v,w) .

Key Lemma: ¢-DP mechanism M on data distributions (P, Q),

KL(MRM, MQ’M) < inf{e inf {ED,D’NCP,L [dHam (D, D/)]} -+ KL(L, Q)} :

L Cp.L

The optimal transport on product distributionsis > . TV(P;, L;).

Experimental Analysis
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Figure 1: Empirical stopping time for 6 = 0.01 as function of ¢ on instances
u1 = (0.95,0.9,0.9,0.9,0.5) and us = (0.75,0.7,0.7,0.7,0.7).

1. DP-

2. The performance of DP-TT has two regimes:

outperforms DP-SE, AdaP-

, AdaP-

*

a high-privacy

regime (for ¢ < 0.45) and a low privacy regime (for ¢ > 0.45).

3. DP-TT performs on par with EB-TCI, up to a multiplicative gap.



